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About NIST and ODI

The National Institute of Standards and Technology is a federal agency under the US Department of
Commerce

* Known as the National Bureau of Standards until 1988, originally founded in 1901

Non-regulatory

State of the art in measurement science and technology

US National Metrology Institute, amongst network of 103 NMlIs globally organized under the Bureau
International des Poids et Mesures (BIPM, or International Bureau of Weights and Measures), Paris

~5,000 staff at NIST (Gaithersburg,
Maryland headquarters; Boulder,
Colorado; Charleston, South
Carolina; Brookhaven National
Laboratory)

6 major research laboratories
Material Measurement Laboratory

Office of Data and Informatics (15
people)
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What is a Research Data Framework?

* A map of the research data space: who, what, where, why, when?

* A dynamic guide for the various stakeholders in research data to
understand best practices for research data management and
dissemination

* A resource for understanding costs, benefits, and risks associated with
research data management

* A consensus document based on inputs and conversations amongst the
stakeholders in research data
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Why a Research Data Framework?

* Research data ecosystem is very complex!
* Lots of players, various funding models and sustainability plans
* How long should data be kept?
* How should data quality be assessed?
* How do we measure the value of research data?
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Big Data Landscape 2016 (Version 3.0)

Infrastructure Analytics Applications
: z : - N7 N/ N
( Hadoop Hadoop in Spark Cluster Services\ (" Analyst Analytics DaTat?Clence ) (Visualization\ ( Sales & Marketing Customer Service Humar; ( Legal \
On-Premise the Cloud S Platforms Platforms Platforms i RADIUS Gainsight Capita
e . e apazon ‘ . cccontext relevant wytab leau - 0 MEDALLIA
CIOUderaHgS“mm & S8%0N. Microsoft Azure @dstabricks "":‘ MM"" g Palant'r =- Microsoft CONTlN.HHM"EDiﬂRObﬂt © Googl i .leoomreacr) Zetap) HTTE"”W > Ulld RAVEL
© Googl . all 9® 3 AYASDI gUAVUS Alpine o i & o}/ EVERSTRING Ilvefyretﬁ CLARABRIDGE g [JUDICATA]
(] P hl Qlik @ lodker A
Pivotal TP capherns i | i “.H“_;,Odocker Qli(l enigma ||~ Datameer || g MopE ;‘;\(mly. ARMO »<  BRoambi blueyonder ; Lattice 2 crickrox Connactfier
. @ [Rersure 5% MESOSPHERE 2 o o el Anfer SALTHRU || @Y steviasenice || rrsrarm || Everlaw
IBM InfoSphere DATA TACHYON T .W“ ﬁT.\ d data @ SISENSE 5 u0m ~ 4
B seth o NEX U Ss||@ core pepperdata Reasoning Bottlenose {soomino  €psense & datorama persado 9SeNse |[NG#HDATA Epract entelo || @Brevia
e bluedata jethro || & altiscale [Mlbole Sstece ) | CEEMEIEER inter|ana ghat  #hatcormimia ) CHARTIO B cuannipine - ACTIONIG hil PREMENITION
o N K'“" nachine HNGAGIO ) \(.)arjpur‘x ulise.ia) \ I\ >
8 NoSQL Databases NewSQL Databases N ( B8iPlatforms Statistical | Log Analytics Social e N7 Ve TTR
e . i i ) Analytics Ad Optimization Security Vertical Al
amazon © Googl Cloud Platfor Clustrix  Pivotal ) Power Bl 'amazon || Computing splunk> Yt > oo B v AeE Applicati
amebs - ; \ Gsas i q Hootsuite"| [ AppNexus : e ] pplications
Microsoft Azure -ORACLE # paradigmd4 nuo! > : sl o NETSBASE = iteol w €] CounterTack cybereason r‘"“‘”‘*
® MarkLogic memsaql L Wa ties Kb _CriteoL. Metri
0.m0ng0 omrasTa ’ ) vourps  SPUEE | | @y cuooom L N @ DATASIT| | “penx ~orocketruet || Agea’ o X. W
® Couchbase flvioos G cirusdata . SR || O bitly | | @integral OthelradeDesk || *5T Gy guardian | O Clara
T . S patioE 1) MATLAB & synthesio oo e FlsmrRR My TR
S Sequoia 5 redislabs @ influxdoto I!&f!d,"!‘__‘.mckroachunsj \@at: !ﬂ:?:!! ‘ loggly AN reach ) "'L l‘ dftulcry IFDRTSCALE % siftscience KASISTe
)> Liveintent ’y
N - ‘ ler M C ks "0 at
(" Graph MpP Cloud EDW Data [ Data | (Real-Time |(Machine Learning)(Speech & NLP |(* Horizontal Al )| \DataX0 Oppier 1O A7)\ @¥eyhase feedzai wacnirvo )| ata |
Databases|| Databases Transformation || Integration = : @& v . 2
x v mazon B +'amazon Narrativescience # || @50 Watson [ o pic o ™) (Govt / Regulation | Finance b
. || TERADATA o alteryx informatica | | e a Cortana. €9 sentient i R
®reos) VERTICA o Pt potontiol o work: | [ METAMARKETS imaon. 1207 | NuANCE Y VIV g Tools @ sSocrata Aiirm - &iLendingClub
;-3 = "r‘;i\;’c‘)é‘c"]”” stalend ™) Mulesoft A striim ™ DatoyK || < semantic erva Sutbrain ®0PENGDV OnDeck> Kreditech
N NETEZZA @ TRIFACTA . b SKYTREE A2 Numenta | B U Ahhace
% {@ction 3% sriowflok : t:mr . snaplogic | | Stenfiuent ) rapiominer camasm ngg(ﬁem Tabla ) @finance Lendlp &7 Kabbage
~érienlDB kognitio s W NE Ly P i 3-.'.' BedrockData 1/] DaratorrenT ViSENZE pescontes clarifai quantcaSt @ FiscalNote tidemark w INSIKT
(& oo | | DsoL @areme] | poforks o <ot L splomty ) | dotoartisans oo W peee | | 7Chartbeat T nigm Z Uora &Dataminr £¥% Lenddo
=0 SR Lo 3 g : Sad ki
> - L\ N ~/ - - ] ayieldbot mark43 || kensHC  AlDviA  ISENTIUM
Management Security Storage App Dev |[ Crowd- Search Data Services|(For Business|[ Web / Mobile ) 57 OpenDataSoft i @ sentient
/ Monitoring Q TANIUM amazon pe sourcing | [ () wune ORACLE @ OPERA Analysts / Commerce \_ VYieldmo )\ L p
O New Relic. [ﬂillumio f‘)m. b p|gee amazon mechancalturk- 25 ExALE »:‘:Mu S seriesi #" OrigamiLogic Goc ’SIC (" d i A ( Life Sci \ ( Industries \
s APPDYNAMICS | r conesr || MicrosoftAzure|| @ % | uci ey ).( : mixpanel Education/ . [Lifesciences :
e actfio || ot oo |[ kA EFJSK- 2 Lucdworks s Kexc|| cearstorg o Learning e iggit, || OPOWER eHarmony
* Numerify z || P2 4 elastic [El moughtsoot SGRNCE RIMetrics @ sLuscore |-y o on SRbe m “ RetaillNext
. splunk > @ CipherCloud < nimblestorag nypesafe CrowdFlower ;i & PP TN 34 T AYAMPUTUDE 3 granify y >{Recombine e > ) duetto
ontiooe ) " ™| como N MAANA @swittypell | - e e CIRRO 1 cumall 9 anae || Clever «¥rous FLATIRON || STITCH FIX &
DATA p 2 'orkrusion v —
Q'OCG”Q PRVEN. anodor J | S9! " ko""“”k’ DRIVEN \JWOrkFusuon) \_Algolia sineous J{  DataKind import@J \@: patention CUStC’raJ @eclara oe0szymergen Healthop® TACHYUS
n @ meTasiora ZEPHYR  Swiftkey 222Q FarmLogs
Cross-Infrastructure/Analytics SPANORAMA [ Gingerio = transcriptic Glow || #HowGood e
know® || @enitc @Aicure Y, “omie )| stistatmuse  BEXEVER

is éeiglazon Google B2 Microsoft

wepservices™

=oTICA e
EXY 6sas J8 () o VERTIGh vmware TIBCA TerAnATA ORACLE Il Netapp

Open Source

(: Framework Query / Data Flow Data Access Coordination Real-Time Stat Tools Machine Learning Search Security
o T B cooc.s o Occumuo o @ Apache@SINGA IR Mot Ranges
e p R ﬁ: HEFSE @1 ongo talend BOEEE || 5D sTorm Spoﬁl(\z p— | Ao o

= ® .
YARN &8 MEesos 2. i : f% y ix ] ScalalLab Caffe CNTK ones »
Spr‘lgz ﬁ:ﬁ‘f’l Sl ([~ amoxra N5 i: @Scil )t.—aégko'ka Fockasper iFImk = .@n FeatureFu . Solr zZ

Visualization
o gial 2 nifi ) y Z

| 2eeewd @riinc @coApP CouchDB Tk i orenrooa's O roscne snvari | TACHVON D) diruidl || @y sciPy ) VELES e piMsum o DU ]| Sucans Emn )

Data Sources & APIs Incubators & Schools

o Health N 10T Financial & Economic Data Air / Space / Sea L.o_<_:§tion / People / Entities Other @ )

JAWBONE GARMIN, : Bloomberg [ | pow JoNEs A Spire acxi®m :EEExperian [ ersion | @insideview || LHN PLURALSIGHT

hi . . ThingWerx THOMSON REUTERS ) sap PLANET I Py ' " STREETLIN Oesri Q aDataCamp INSIGHT
ts practicefusion # fitbjt | @) heiiur O samsara || Y@ DLEE ™ PREMISE @ CAPITALIQ W"f’w’“‘"‘l~ GARMIN LK o b

Withings "V~ vatioic reatmo /_\/ »\» [¢1quandl xignite @EECBiscHs » ] | 838 crimson Hexagon *mmm %% factual. Place[[® panjiva «< Datatlite
e kaSO @"“’“’" APl A g i nattermark StockTwits @estimize §geLaw | | = Airware @Dvombeplﬂy () CRCULATE (@ placemeter BASIS @Sense == DATAGOV QTM Do Incobes METIS )

ATORY

Last Updated 3/23/2016 © Matt Turck (@mattturck), Jim Hao (@jimrhao), & FirstMark Capital (@firstmarkcap) FIRSTMARK




Why a Research Data Framework?

 And how do we leverage research data to address

global challenges? -
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RDaF Benefits

* Increase research integrity with quality data and improved transparency of
the research process

* Reduce costs and maximize efficiency by establishing best practices for data
management

* Guide risk management and reduction through assessment of risk positions
and roadmaps for improvement

* Increase scientific discovery and innovation with the FAIR principles
(Findable, Accessible, Interoperable, Reusable) for better utilization of data
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National and International Need

e Data is proliferating at an exponential rate
* Data management is complex and confusing

* Mismanaged data has dire social and economic consequences, including loss
of global leadership in critical technical fields

* The U.S. needs a coordinated effort to establish a research data
infrastructure, but research data are global in nature so international
collaboration / coordination is necessary

* NIST is well-positioned to lead the project; our business is consensus building
through being a neutral convener of diverse communities
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Stakeholders

* Government agencies

* Universities and research libraries
* Data repositories

* Scholarly publishers

* Professional societies

* National and international collaboration organizations (e.g., CENDI,
BRDI, CODATA, RDA, WDS, GO-FAIR)

* Standards bodies

e Funders (public and private)

* Industry and the private sector
* Researchers

* General public
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Process

Pilot program to provide an overall guide to the actors and stakeholders in
the research data space

NIST Cybersecurity Framework is the model

* Community consensus, not NIST imposition

e Iflama___ ,thenlneedtoknow

Initial scoping workshop held in December 2019 at NIST NCCoE

* 50 invited participants representing stakeholders, both US and international
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NIST RDaF Workshop
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RDaF Steering Group

»

Heather Joseph, SPARC Barend Mons, CODATA Beth Plale, NSF Anita de Waard, Elsevier
and GO-FAIR
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Opening Keynotes

Walter Copan, NIST Director Jim St. Pierre, Deputy Director
Information Technology Laboratory
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Workshop Summary

 Why an RDaF? An increasing complex data ecosystem with voracious
artificial intelligence drivers for trustworthy data requires systematic,
intentional data asset management.

* Purpose: To optimize use and value of strategic data assets with a
coherent data management strategy.

* Scope: Covers management of research data created and/or used by any
organization. Provides a customizable framework to select and evaluate
maturity on key data management factors for each organization.
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Workshop Summary (cont'd)

 Status: Confirmed support by government agencies, academic
organizations, private sector companies, not-for-profit organizations, and
international stakeholders.

* Next Steps: Management commitment to complete the scoping, pilot
testing, and community building for the Framework.

* Proposed pilots
* Materials science
* Universities and research libraries (AAU, APLU, ARL)

Will need cooperation across government to move fully forward with the
Framework.
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RDaF Structure Based on “Functions’

Envision

Plan
\ Generate / Acquire

Process / Analyze

Preserve / Discard

MATERIAL MEASUREMENT LABORATORY




RDaF Structure

Function Cateqgory Subcategory

1) Envision Data governance Data vision, data policy
Data management organization
Data quality, privacy, ethics

Community Communication, interactions
engagement Cross-domain
Data culture FAIR principles

Value of data
Roles and responsibilities

Reward structure Value of data professionals
Incentives for sharing and re-use
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RDaF Structure

Function Cateqgory Subcategory

Costs Cost-benefit analysis
Costs by data lifecycle stage

Funding Direct, overhead, mixed, other
Data objects Data (experimental, simulation)
Software, instruments

Publications, presentations

Data management DMPs (intent, update)
planning Formats, standards
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RDaF Structure

Function Cateqgory Subcategory

Sources In-house, experiment or simulation
Collected from external sources

Experiment Instruments and their metadata
Measurement protocols

Data capture and recording

Simulation Commercial or custom software
Metadata capture and recording

External sources |dentification, provenance
Metadata harvesting

Data formats Standards development and/or adoption
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RDaF Structure

Function Cateqgory Subcategory
4) Process / Provenance Origin, version, time-stamp
Analyze Data copied or derived from other data
Data architecture Design, security, configuration management

Hosting and storage
On-premise or Cloud

Software Commercial or custom software
Versions
Stability, resilience, adaptability, maintenance
Workflows, ELNs, LIMs

Publishing, curation Processes, tools, stewardship
Metadata
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RDaF Structure

Function Cateqgory Subcategory

5) Use / Reuse Legal and licenses Ownership, IP, rights and restrictions
Agreements, permissions
Citation expectations

Data access Internal, external
APlIs
Downloads vs. visiting

Analysis tools Al/ML
Performance
Impact Usage tracking, citation
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RDaF Structure

Function Category Subcategory
6) Preserve / Sustainability Longevity requirements
Discard Who pays?

Orphan data sets

Preservation Media and media migration
Back-up
Repositories (domain, institutional, general)
Migration between organizations

Retention and disposition Decision processes
End-of-life (dark archives, deaccession,
gravestones)
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Status

* Briefed OSTP Subcommittee on Open Science and OSTP Director
Kelvin Droegemeier (03/26/2020)

e Discussed pilot concept with AAU, APLU, ARL
* Developed roadmap and structure, vetted with Steering Group
* Preparing to brief NIST upper management
* Will seek ~S450k to fund two pilots

* NIST plus other agencies, either $S or in-kind support

* Professional societies

* Scholarly publishing community
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NIST Frameworks

Framework for Improving Critical Infrastructure Cybersecurity:
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk
Management, September 6, 2019 (Preliminary Draft)

https://www.nist.gov/system/files/documents/2019/09/09/nist privacy fram
ework preliminary draft.pdf

NIST Big Data Interoperability Framework: Volume 1, Definitions October
2019 Version 3

https://nvipubs.nist.eov/nistpubs/SpecialPublications/NIST.SP.1500-1r2.pdf
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://www.nist.gov/system/files/documents/2019/09/09/nist_privacy_framework_preliminary_draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-1r2.pdf

RDaF Summary

* Successful in building community interest and engagement
e Diverse stakeholders
 National and international

* Challenges
* Resources, including our own time within ODI/MML

* Timeliness: the research data ecosystem is changing rapidly. How to keep pace and
assure ongoing updates?

* Controlling scope and scale

 Strategy for moving forward
e Confirm NIST support with upper management
» Start with pilot projects in order to validate approach and re-tune as necessary

* Collaborate with other federal agencies, professional societies, scholarly publishing
community, etc., to garner the necessary resources and take advantage of work in

progress
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Contact

Robert Hanisch
robert.hanisch@nist.gov
https://nist.gov/people/robert-hanisch
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